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SECURITY GUIDELINES

2021

General hould Kk
: ization should know of the h
v comrade who is par of our organiza : . eavy at-
1' Evff’wz CL?Q’ government launched against us. This attack included the ]
t»a'ci: and o‘r\éna jury subpoenas of 2010. qu many years after, these events de-
raids ¢ nization practiced security. The lessons learned in that time

d how our organiz
1::53 Hever be forgotten. We must also remember that the danger these attackg

represent is not over.

2. Our organization has been successful in repelling the enemy's attacks so far,
This success comes from the strength of our comrades, our place in the peo-
ple's movements, and our security _rngambers. After summing up many lessons
learned during the previous period, it is clear that we must update our methods
to reflect the current situation. This document outlines how we should practice

security moving forward.

3. There is a contradiction between evaluating our mass work, developing our in-
ternal life, and security. That said, we must never allow a process of sponta-
neously “drifting” back to the “way things were" before the events of September
24 2010 took place. For example, we were relaxed about electronic communica-

tions.

4. We are a legal organization and these guidelines should not cause unneces-
sary alarm. We are building a well-functioning communist organization. In our
current environment, security is part of that.

Compartmentalization and the Need to Know

5. We operate under the principle of democratic centralism. Following the 2010
attacks, our organization became highly centralized in our decision-making.
Later, we consciously restored many democratic functions, such as the election
o{ a Central Committee and encouraging commissions to function at higher lev-
els.

6. We carried out a partial compartmentalization of our organization. We have
confined the dissemination of some information to the bodies (e.g. the Standing
Committee, relevant District Committees) that need to have information to make

decisions relevant to their work. This is particularly the case with information re-
lated to legal matters.

Zﬁevrvnebgr‘: cvgt charry out a full compartmentalization—which would mean that unit
oWN Units o g t::nly have contact with (and know the names of) people in their
because it n the leadership bodies they are a part of. We have not done this

It would greatly limit the internal political life of our organization, make

consolidatio ifhi et i ~
tional pijeCrt]s,mUCh more difficult, and would limit our ability to have viable na-

8. So the i . .
sis? Question comes up: what information should be on a need-to-know ba-
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9. You do not need to know the names of comrades in other cities (red or other-
wise) that you are not working with. Unless you are involved with hr)rrmur\icati;)n
issues, you do not need to know how documents, reports from the Center ate
are being handled. Unless you are directly concerned, or a part of a body rca‘
sponsible for our defense—you do not need to know the details of our legél
work. Any finance questions that there may be are, again, on a need-to-know ba-
sis. Finally, our international relations are on a need-to-know basis

Secure Communications and the Protection of Networks

10. There was a time from 2020-2021 when meeting in-person was not possible
due to the COVID-19 Pandemic. During that period, our organization relaxed
certain protocols regarding electronic communication. Specifically, this meant
comrades held modified meetings through video conferences or over the phone.

11. After the development of -a vaccine and as society began to recover, our or

ganization began to practice in-person meetings again, which were held out-
doors and with comrades' safety in mind. In-person meetings are much more se-
cure than electronic meetings, and comrades should avoid meeting online or
over the phone unless it is absolutely necessary. Our organization is moving for-
ward, and we must raise our standards and practices to a more secure level.

12. Members of our organization should use the most secure method available if
electronic communication is necessary. For example, it is much better to use se-
curity-oriented apps like Signal than to use a phone's default text messaging ap-
plication.

13. We have to presume that the phones and email communications of members
of our organization are monitored by the enemy. We need to follow the aforemen-
tioned need-to-know policy when talking on the phone or using email.

14. We are using regular snail mail for some communication, with the exception
that comrades who receive documents in this manner will make copies and get
them to the comrades they are intended for. We do not see this as a particularly
secure method of communication. We see it as a good way to partially protect
our networks, i.e., there is not an electronic trail that goes from the center to the

entire membership.

15. On a local level we need to we need to be careful about this as well. We
should not have communications that go out to the membership of a District
Committee, a District as a whole, or even all members of a Unit, that makes it
clear to everyone who is receiving said communication is a member of our orga-

nization.

16. In the current situation, we need to rely on verbal communication for work
that we want to be confidential and to protect our networks. This method is being
used nationally and should be used locally too.

17. We should avoid talking about future meeting places by phone or email.

18. 2024 Addendum—General Guidelines for the use of Signal:

- The title of Signal chat groups should avoid the use of the following:
FRSO, Freedom Road, District, Unit, Commission, etc.—anything which
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The Enemy Has Big Ears
19. Cormrades must not bring thexr cell phanes or SRCUONCE meetings. Leaws

wem at home or n the car It's not good SUGKHN. 16 D) them 0"1 Faraday by

ol { times. At important meetings, al comrade's and their dags/purs;
o f’se':;,asm, 4 be searched 10 Make SUM N0 ONG IS CAMYING a Call phong
Dac,: paé;m;\ device, smart watch, or weanng a wire. This applies 1o avary.
lapt Jpr’on'd‘ the meeting. We should also ensure that our meeting sSpaces can.
one atte ?agamsl us—smart TVs, landline phones, or Alexa-type day
?gw?s g:ereﬂmd or disabled. If we are Qoing to search people, we
K;vcv a meeting locavon where the search will not seem weird, 1.0., wherg
will not see it

1cas
shoulg
Others

a1 way to talk without the enemy hearing is to Qo to a place where it g
3::!':;; tk:sn th:': are listening devices and keep your voice down. If you have 1o
do this, you shouid consider whether the person really needs to know what yo,
aro telling them We need to be careful about what we say in cars and under.
sland that it is easy to track tha movements of comrades via GPS

Agents

21. There are three types of anemy agents: members of different police forces
and inteligence agencies (FBI, JTTF, local law enforcement, olc ), informanta

working for them. and nght-wingers who volunteer their services 1o the police or
reachonary organizabons.

22. There are two basic methods to find agents: behavioral and via verification

While behaviors can raise a flag—and where appropriate should IBad to an in-
vestigation—thss is not the main approach.

23. The man approach is venfication. By that we mean we want 10 delermine
that Deo_ele are who they say they are. To do that, we need 1o do background
checks. The most ‘moeriant part of a background check is to meet the family of

he person who s Bining our ranks. The second metnod is to get the person's
e story (whers dic they go 10 higi ’

Lout. The firsy : , : . , etc.) and check

preciude the ;e“eﬂ‘og 0 vs.'tmg family and identifying old friends should not

Do withous o OO’M P:a cener can give you additional advice about this. Peo-

YOU think =ntable history or tes should not ve recruited. If you hit a case
S an exception (e.g , an undocumented person), contact the center.
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24. The second method of observing behaviors is important, but problematic
The person who comes to meetings, takes too many notes, and does not dd
much work might be an informer—but they might just be comparatively lazy or
shy. The same goes for disruptive people, those who call for action that exceeds
street fighting, people who a_sk too many questions about sensitive things, etc. If
comrades (or people we work with) raise questions about a comrade or person
we work with the in the mass organizations, the local body responsible must con-
sider an investigation. If considered and agreed upon, all investigations carried
out must be reported to the center.

25. Entrapment is now a key tool of the enemy, and all comrades need to be
careful about this. Everyone should be aware that things like physical threats
against certain public officials can be considered a crime.

26. No one should ever be publicly accused of being an agent where without
overwhelming evidence and the approval of the center. This includes on Face-
book, TikTok, Twitter, and other social media platforms.

27. If we have proof that someone is an agent, our general approach will be to
make it public (press conferences, posters, etc.).

28. There are a few additional ways to find agents, but they are the exception to
the methods outlined above. For example, say you get documents via the Free-
dom of Information Act that says you said something to an information—but you
only said that thing to one person. Or you find their police ID. Or they try to turn a
comrade they are dating into an informant and that person turns therm in. The list
goes on and on, and all the above has happened in the real world.

29. Still, in the main, we need to rely on the investigation/verification process.

Eleven "Shoulds" and "Should-Nots"

1. All contacts with the FBI, a U.S. Attorney's Office, or any branch of the Justice
Department (including *community relations”) must be reported to the local orga-
nization which will then contdct the center. |f requested by the center, a detailed
written report will be prepared. Any contact with local law enforcement or immi-
gration that might impact our organization must also be reported.

2. No communist would ever chose to answer FBI questions. It is well-known that
legally all you need to do is confirm your name and say you want to talk with a
lawyer. Period. Standard legal advice says it is a bad idea to discuss any topic
with federal agents, even if that is directions to the nearest coffee shop. Itis well
known that any communication with the FBI, even with an attorney present, is

hazardous.

3. You do not need to and should not let any law enforcement agency into your
home or office without a warrant. If they have a warrant, you need to insist on
reading it, and if possible challenging it (if it has a wrong address, name, etc.).

4. There are many examples of people heroically resisting grand juries and other
legal proceedings directed at the revolutionary movements in this country. Those
who resist such proceedings are heroes. Those who fail to resist are the oppo-
site. This form of resistance to the enemy's attacks is a fundamental requirement
for anyone elected to the leadership at any level in our organization.
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9. You must not gossip about comrades or business that does not con

ou have complaints, go through the correct channels. You can always b
Ys bring

Ify
back your concerns to the center if it is important. Gossip about those und
under di-

rect attack is evil.

10. Comrades must avoid iti
apolitical arrests (e.g., d ighting i
10 & : ' .g., drugs, fightin
etcy) n:eughrg is :‘e_lcmg any pressure from law enforcementg (or gso|2 k?ars, o
the‘embarrasps?; |t.t RfesponSIbIe comrades will act in such a way asl? e
ent of those concerned, while enforcing our rules andop:g'tmmlze
ecting

our collective security.
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